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Industry Challenges — A Balancing Act

Mounting Paperwork Cost of care Ouality of Care Nursing Shortages

Qutpatient services

s Patient Safety
V> g

Legislation /Regulation Business efficiencies

Facility Shortages
Affordability

Staffing
ROI

Real-time claim processing
Advanced technologies Wellness &

Preventive action
Homecare demands

Uninsured patients
Multi -channel communication Industry consolidation

anytime , anywhere
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ealthcare Networking Solutions Benefits

« Clinicians - save time, better serve patients, improve patient safety
and satisfaction, real time access to patient and other clinical
Information from geographically dispersed locations

« Administration — improve encounter capture and billing code
accuracy, improve physician and nurse retention, securely
correspond with physicians and other clinical staff

« |T — Simplify and consolidate multiple communications system,

provide secure connectivity to geographically dispersed facilities,
partners, suppliers and patients
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Estimated ROI of Mobile Computing

Wireless/Mobile-Based  Early Vendor-/User-Claimed RO |

E-mail s> Sgve (Lose?) 1.5 hours/day?
Charge Capture emmmmp Capture 10%-30% more encounters?

Prescription Writing == Save up to one hour per day and
reduce errors by more than 50%?

Lab Report Viewing s> Reduce certain patient-type
length-of-stay by one day?

Ambulatory Suite s> Sgve two hours per day per
physician?
Ga rtner Mobile Healthcare: Applications, Vendors and Adoption, Kenneth Kleinberg VP/Research Director Gartner Healthcare 2002 @ Gmbapz“eg?ﬂigmgg‘ewgm
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Function

Mobile Clinical Applications

2001 to 2002

2003 to 2004

2005 to 2007

Connectivity

Applications

Integration

Interface

Adoption
Source

Cradled/
synchronized

Reference,
outpatient
prescriptions,
charge capture

PM, PBM,
Pharmacy

Keyboard, stylus,
bar-codes

200,000 physicians

Healthcare PDA
vendors

WLAN, WWAN, some

Bluetooth

Labs, some OE,
alerts,eligibility/
benefits checks,
dictation

Enterprise CPR, PM,
lab, payer

Limited speech,
some handwriting

350,000 physicians

Leading Enterprise
CPR/PM vendors

Broadband
wireless

CDSS, more OE,
benefits, referrals,
clinical trials

Most systems

Speech/hand-
writing, glasses-
mounted displays?

500,000 physicians

Almost all
Enterprise CPR and
PM vendors

Ga rtner Mobile Healthcare: Applications, Vendors and Adoption, Kenneth Kleinberg VP/Research Director Gartner Healthcare 2002
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Increasina the “Power” of Cellular Mobility
CDMA2000 Wireless Data Speeds

1600
1400
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1000
800
600

Peak Speed (Kbps)

400
200

2G 1S-95A

0
1998 1999 2000 2001 2002 2003 2004 2005 20086

Year

As data speeds increase, the enterprise’s opportuni ty to realize the
benefits of mobility skyrockets, resulting in more complex wireless
deployments and management situations.

A . T™  Global Care Quest
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802.11b 802.11a 802.11¢

Frequency

2.4 GHz 5 GHz 2.4 GHz
Band

Availability Worldwide US/AP Worldwide

Maximum
Data rate 11 Mbps 54 Mbps 54 Mbps
Cordless Phones Cordless Phones
Microwave Ovens HyperLAN Microwave Ovens
Wireless Video Devices Wireless Video
Bluetooth Devices Bluetooth Devices

Other
Services
(Interference)

The Laws of Radio Dynamics:

Higher Data Rates = Shorter Transmission Range
Higher Power Output = Increased Range, but Lower  Battery Life
Higher Frequency Radios = Higher Data Rates Short er Ranges

_A ® Global Care Quest
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Network and Technology Considerations

 Requirements
— Support of multiple data and voice applications
— Future needs
— Public and private use
— End user needs
— Getting user groups and buy-in
e Environment
— Existing coverage WWAN (cellular) and WLAN (Wi-Fi)
— Consider all areas of the facilities (basement, elevators, etc.)
— Feasibility of internal construction v. cellular tower outside
— HAZMAT construction considerations

e Security and Management

— Managing assets (lost, stolen, broken devices, new and exiting
employees)

— Managing HIPAA sensitive data
— Distribution of data and applications without workflow interruption.
— Security
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A proven approach in deploying wireless

networks

Phase | Phase Il

Strategy &

Requirements
Definition

Phase llI

Phase IV

Network
Management

e Conduct user and .
technical assessment

Design a wireless
solution customized
based on a needs
assessment and
network environment

» Conduct a detailed 3D
RF site survey of the
facilities - Build security
requirements and

protocols

» Conduct a security
audit to detect

Configuration
management

Site preparation
including power,
connectivity, and
HAZMAT
considerations

Implement security
End-to-end testing

End user fulfillment and
training

Provide on-going
technical support

Monitor and reporting of
network for traffic,
usage, and anomalies

Provide necessary
network repair,
maintenance, upgrades

Security management
for rogue connections
and RF-ID tracking

potential security « Recommend proper
breaches equipment including
access points,
network cards,
devices, and
antennas
== Sprint.
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Determining Security Requirements

No Basic Enhanced Specialized
Security Security Security Security ° Analyze the

Wi IciD'XIg"b Dynamic Key VPN, environment
No WEP and El 40-Dit, Management Application level
Broadcast Mode 128-bit, and System, Mutual security
- Static WEE Authentication, Managed Security
Encryption and Servi ° .
802.1x via LEAP, BIVIEES Perform rISk
EAP-FAST assessment
 Determine
wireless
security
profiles
Telecommuter

Public and Small Mid-Market and Mobile User and
Access Business Enterprise Public Access

Global Care Quest
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What would happen if...

| lost my device containing HIPAA sensitive

patient data?
My device was stolen?

We could

ush new applications and data

to handheld devices without interrupting

workflow?

| didn’t need a laptop to manage my

patients?

We spent less time and money managing

wireless service?

You wouldn’t ask your care givers to manage their c

You wouldn’t ask your administrators to use their
use...

Sprint.
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Mobile Security: Don’'t Rely On Defaults

Bluetooth Devices
Treat as completely insecure Treat unmanaged devices as intruders
Use link encryption by default Enforce use of personal-device security tools
Use h|gher-st_ack security _ Don’t store sensitive info. on the devices
Test vendor of_ferlngs.f.or security Purchase devices for the employees
Add security in all critical apps. Turn on power-on password security
WWANS
Use 3DS or Stronger Encryption
WLANS Synchronization

Turn on rudimentary 802.11b WEP security
Use Virtual Private Networks
Aim for more-secure single-supplier solutions
Fortify mobile clients against attack
Use wireless sniffer tools to hunt pirate APs
Upgrade to 802.11i/802.1x in 2HO3

Replace synch. products every 2 years
Install and lock synch. capability for users
Manage synching centrally

Ga rtner Mobile Healthcare: Applications, Vendors and Adoption, Kenneth Kleinberg VP/Research Director Gartner Healthcare 2002 PRI R Ml
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Managed Mobility Services:
Realize the Power, Mitigate the Risk
- e -

Applications: M.Ob”.e
Applications

Electronic Medical | Security Management Electronic Medical
Record Configuration Record
Management

E-Prescribing Provisioning / E-Prescribing
Fulfillment

==Y Asset Management Email/PIM

Maintenance

Encounter Capture : Billing and Reporting Encounter Capture
Management

Enterprise Mobile Device

Remove wireless complexity so employees can concentrate on the improving patient care

A . T™  Global Care Quest
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Multiple Device Form Factors
for Multiple Clinical Situations

Situation Form Factor | Bandwidth Typical Applications
Physician Pager Low Alerts, notifications,
at the opera (WWAN) confirmations,
Smartphone Rx refill requests, talk!
Physician Prescriptions,
making rounds PDA charge capture, content
Med Iookup,dkiaﬁonte4nam
Nurse making Clamshell (WLAN) results viewing
rounds Sl i
Vital sign entry,
Tablet PC medication
Physician/ management, charting
nurse/ Laptop |
office worker High Order entry, fl_JII_ chart review,
- Desktop PC (LAN) advanced clinical decision

support, scheduling...

Ga rtner Mobile Healthcare: Applications, Vendors and Adoption, Kenneth Kleinberg VP/Research Director Gartner Healthcare 2002
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On the Road to Mobile/Wireless
Healthcare Value

Pilot now with upstarts, but eventually, primary
vendors will provide the integration you need

Value

Upstart Established
Mobile/Wireless Enterprise
Healthcare CPR/PM
Vendors Vendors

v

Before Now Later
Key Issues

1. What will be the winning form factors and networ King
technologies that will be used by healthcare profes sionals?

2. Which mobile healthcare applications will havet  he highest
adoption and return on investment?

3. Which vendors will succeed in mobile healthcare?

Global Care Quest

Patient Data - Mobile & Wireless
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Mobile/Wireless Application Vendor
Evaluation Criteria: Vision

. Functionality (e.g., medical content, charge capture, lab report
viewing, PACs, others) in ambulatory and acute care settings

. Architecture and Delivery, such as thin and thick client models,
read-only and data capture/interactive applications,
synchronization and security approaches

. Integration with back-end and legacy systems such as CPR, lab,
PM, ERP, PBM, payers

. Support for multiple operating systems (e.g., PocketPC, Palm),

networks (WLAN, WWAN, WPAN) and mobile device form factors
(e.g., smart phone, PDA, tablet PC)

Ga rtner Mobile Healthcare: Applications, Vendors and Adoption, Kenneth Kleinberg VP/Research Director Gartner Healthcare 2002



Mobile/Wireless Healthcare
Conclusions(1 of 2)

 There will be many converged mobile devices - some big, some small
* View-only apps are easy - interactive apps are more difficult
« Thin client apps are limited - thick client apps are better

 Wireless Local Area Networks are mature, (but sometimes security is

an afterthought)
 Wireless Wide Area Networks are adolescent, (but growing quickly)
 Wireless Personal Area Networks (e.g., Bluetooth) are nascent

« Without expertise, Mobile/wireless can be difficult to secure

Ga rtner Mobile Healthcare: Applications, Vendors and Adoption, Kenneth Kleinberg VP/Research Director Gartner Healthcare 2002



Mobile/Wireless Healthcare
Conclusions (2 of 2)

* Wireless Interference is a (concern), but not a big problem

« Clinical content and calculator apps are a ‘no-brainer’

* Limited Computer-based Physician Order Entry on PDAsS is okay
 Full CPOE is (too) tough

« Charge capture produces tangible ROI - but it’s a feature, not a product
 Return on Investment of mobile/wireless is real compared to paper

« Enterprise healthcare vendors have not gotten serious yet

Ga rtner Mobile Healthcare: Applications, Vendors and Adoption, Kenneth Kleinberg VP/Research Director Gartner Healthcare 2002 FIOIE o Ncin s Weeas



GCQ/Sprint Live Demo
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Global Care Quest
GCQ, Inc.

Critical Care, Mobile and Wireless
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Critical Care Data Requirements

 Purpose of a Clinical Information System. Show all relevant
Information. Show it everywhere. Make it clear. Make it concise. Make it
fast. Make it easy.

« Speed. Clinical information should be accessible immediately.

« Completeness. Data from disparate sources should be aggregated
so that clinicians are not forced to go to multiple different systems.

« Ease of Accessto Data. From a main screen, complete test
results for any patient should be available in one or two steps.

e Ubiquitous Computing.  All data should be available wherever and
whenever needed, using wireless mobile technology to achieve this
goal.

Academic Emergency Medicine Volume 11, 1162-1169, 2004.
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Common Sources of Medical Errors as Listed
by the American Hospital Association
* |ncomplete patient information  (e.g., not knowing about

patients' allergies, other medicines they are taking, previous
diagnoses, laboratory results)

« Unavalilable drug information (such as lack of up-to-date warnings)

 Miscommunication of drug orders, which can involve poor
handwriting, confusion between drugs with similar names, misuse of
zeroes and decimal points, and inappropriate abbreviations

« Lack of appropriate labeling as a drug is prepared and repackaged

 Environmental factors such as lighting, heat, noise, and interruptions
that can distract health professionals from their medical tasks

_A * @ Global Care Quest
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Managing Multiple Data Sources

e Great variabllity that exists in the types and forms of
medical data

 There Is a sense urgency to resolve

e Itis near impossible to modify or replace existing
legacy systems within a reasonable amount of time

e The requirements exists for data platforms that can
aggregate all types of information and make it
available in a unified context

Academic Emergency Medicine Volume 11,1162-1169, 2004.

Global Care Quest
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Benefits of Healthcare Data Integration
Platforms

 Provide immediate access to existing data

» Faclilitate progress toward additional solutions
that will need to make use of the same data
such as:

— Decision support modules
— Physician-entered orders
— Physician-entered documentation

=& Sprint.



Mobile Healthcare Computing

 Mobile computing is the next technology frontier
for healthcare providers.

o Data capture and retrieval using a PDA by
physicians, nurses and allied healthcare
professionals, are enhancing patient care and
Improving efficiency.

From: PDA Cortex. The Journal of Mobile Informatics

_A * @ Global Care Quest
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HOEJG ngratlon

e The migration of informatics to wireless and
mobile applications is now fully underway

* This migration from desktop platforms to a
mobile platform will have a significant impact on
future healthcare delivery systems and their
globalization

‘L @
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Handheld Computing

Palm and the Pocket PC platforms are

currently are used for:

» e-Prescribing

« Charge capture
 Research

 Reference

e Patient education

« Accessing dally schedules
e Clinical tools

- - : e
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.
GCQ MedServer

 Not UCLA-specific, ready for other
hospital deployment

GCQ Architecture.

e Integrates with standard
EMR, lab systems via HL7

TCPAP

Server

TCPAP

* Integrates with PACs
systems via DICOM

UDF/IP

Bedside Monitors

* Real-time telemetry: GE/Marquette,
Phillips/Agilent

A g
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..
GCQ (Thick) Clients

* Windows desktop (2000, XP, Tablet PC)
 Pocket PC 2002, 2003
e PaimOS5.0

 Pocket PC, Palm smart phones

_A e Global Care Quest
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Patient data access options

e Server synchronization via cradle
* In-hospital wireless (WiFi)

 Remote wireless (cellular: IXRTT, GPRS, EVDO,
EDGE)

i - 7
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In-hospital:WiFi or Cellular Out-of-hospitalCellular
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..
Security

o Authenticates against hospital system
e Single sign-on
« Application level data encryption

« VPN

i - 7
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..
Clinical Service List

e Patient name
e |D number

e Room number
e Diagnosis

All categories sort able

A ’ Patient Data - Mobile & Wireless
= Sprint.
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Real-time telemetry

Monitor acquisition module, connected to
every ICU monitor

 Numerical display
 Waveform display
« Vitals trend display
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.
Lab module

e Sort by date/time, or by lab type

e Display as time series graph
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..
Radiology PACs module

* Displays x-rays, CT scans, MRI scans,
angiograms, 3D imaging

* |mage adjustment with zoom, pan,
window/level change

A - u
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..
Critical Care Dashboard

e Windows NT, 2000, XP, Tablet PC

« Multi-window display; each window can maximize full-screen
« Drag-and-drop reformatting

* Infinite user customizability

e Multiple vitals/trends windows

 Multiple radiology windows, etc.
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GCQ/Sprint Live Demo



