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Stage 1 Meaningful Use - Security Risk Analysis

Does Your Security Risk Analysis Measure Up ?

© Wipfli LLP



© Wipfli LLP 3

Agenda

¸Background

¸Risk Analysis Options

¸Conducting a Risk Analysis

¸Addressing Results

¸Keeping it Current

¸Wrap Up / Questions
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Background
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Background

¸HIPAA, HITECH

¸HHS Divisions

ÅCMS (Operating)

ÅOCR (Staff)

ÅONC (Staff)

¸Latest Breaches

¸Fines / Penalties

¸Updates
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Background

ÇMS - Center for Medicare 
and Medicaid Services

ÅEHR Incentive Program 

ïAchieve Meaningful Use

ïAttest

ïAudits
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Background

O̧CR

ÅOffice of Civil Rights

ïTracks Breaches

ïInvestigates Complaints

ïLevies Fines & Penalties
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Background

O̧NC

ÅOffice of the National Coordinator 

of Health Information Technology

ïPolicies & Standards

ïCoordination of Federal & 

State Agencies 

ïPartnership of Public

& Private Sector 
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Background

Ļatest Breaches

ÅOCR Posted Breaches

ÅPrivacyrights.org  
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Background

¸Recent Fines and Penalties

ÅCignet Health

ÅMass General Hospital

ÅRI Dept. of Human Services

ÅCVS Caremark Corp
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Background

U̧pdates

ÅONC - MU Stage 2 Recommendations

ÅCMS - MU Audits

ÅOCR - Investigations



© Wipfli LLP 12

Risk Analysis Options
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Risk Analysis Options

ŅIST

ḨITRUST

O̧thers

ÅFAIR

ÅANSI / 

Shared Assessments

ÅOCTAVE

ÅIRAM
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Risk Analysis Options

ŅIST

ÅSpecial Publication 800-30

ïHHS References

ïComprehensive

ïExtensive Companion

Resources
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Risk Analysis Options

ḨITRUST

ÅProprietary Framework

ÅLeverages NIST

& Other Standards

ÅIndustry Consensus

ÅScalable / Prescriptive

ÅCertification Program
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Risk Analysis Options

O̧thers

ÅFAIR ïQuantitative 
Option

ÅANSI / SA ïFinancial 
Industry

ÅOCTAVE ïwww.cert.org

ÅIRAM ïInternational
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Risk Analysis Options

Şummary

ÅNIST & HITRUST 

ïMost widely adopted in 
healthcare and 
referenced by HHS.

ÅOthers

ïIndustry recognized 
and best choice if 
already in use.
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Conducting a Risk Analysis
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Conducting a Risk Analysis

Ŗisk Analysis Steps

ÅSystem Profiles

ÅThreats

ÅVulnerabilities

ÅControls
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Conducting a Risk Analysis

Ŗisk Analysis Steps

ÅLikelihood

ÅImpact

ÅRisk Determination

ÅRecommendations

ÅDocumentation
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Conducting a Risk Analysis

Şystem Profiles

ÅComponents  

HW / SW / Interfaces

ÅData & Functions

ÅUsers

ÅCriticality / Sensitivity
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Conducting a Risk Analysis

Ţhreats

ÅPast Attacks

ÅRegional Incidents

ÅIndustry Incidents

ÅCommon Attacks
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Conducting a Risk Analysis

V̧ulnerabilities

ÅPast Assessments or Audits

ÅNon-compliance with 
Policies, Procedures,

or Standards
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Conducting a Risk Analysis

Çontrols

ÅMethods

ïAdministrative

ïTechnical

ïPhysical

ÅCategories

ïPreventive

ïDetective

ïCorrective
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Conducting a Risk Analysis

Ļikelihood

ÅMotivation

ÅCapability

ÅVulnerability State
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Conducting a Risk Analysis

I̧mpact

ÅQualitative vs. Quantitative

ÅLoss Type

ïIntegrity, Availability, Privacy

ÅImpact  Type

ïMaterial, Reputation, 
Physical Harm
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Conducting a Risk Analysis

Ŗisk Determination

ÅLikelihood 

x 

Impact 

= 

Risk
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Conducting a Risk Analysis

Ŗecommendations

ÅDisposition

ÅEffectiveness

ÅCompliance Issues

ÅImpact

ÅCost / Benefit
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Conducting a Risk Analysis

Ḑocumentation

ÅReport or Briefing

ïSummary of Results  
For Senior Management

ÅSupporting Documents

ïEvidence of Work

ïReusable
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Conducting a Risk Analysis

Şummary

ÅThe desired characteristics 
of the risk analysis include:

ïComprehensive

ïRepeatable

ïActionable

ïDefensible

ïEvidence-based
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Addressing Results
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Addressing Results

P̧rogram vs. Project

O̧rganize

P̧rioritize

M̧easure / Report 
Progress
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Addressing Results

P̧rogram vs. Project

ÅCyclical Activity

ÅTied to Business 
Processes

ïBudgeting

ïStrategic / Operational 
Planning

ïScheduled Events
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Addressing Results

O̧rganize

ÅDecision Makers

ÅControl Owners

ÅAudit / Oversight

ÅManage Remediation Efforts
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Addressing Results

P̧rioritize

ÅImpact

ÅRisk Ranking

ÅCompliance

ÅDependencies

ÅDisposition
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Addressing Results

M̧easure / Report Progress

ÅCompleted Tasks

ÅOpen Tasks

ÅNumber of Items at Each 

Risk Level (H, M, L)

ÅTrends
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Addressing Results

Şummary

ÅAddressing the results 
is as important as 
conducting the risk 
analysis.

ÅRespond to the risk 
analysis in a planned 
and measurable 
manner.
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Keeping it Current
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Keeping it Current

Çompliance Landscape Monitoring

I̧nformation Gathering Tools

Ŗepeatable Process

Ȩffective Reporting
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Keeping it Current

Çompliance Landscape Monitoring

ÅHHS

ïGuidance

ïProgram Changes

ïEnforcement

oInvestigations

oAudits

oFines
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Keeping it Current

I̧nformation Gathering Tools

ÅInterviews

ÅQuestionnaires

ÅObservation

ÅTechnical Assessments

ÅStrive to Automate
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Keeping it Current

Ŗepeatable Process

ÅSponsorship

ÅDefined Roles & Responsibilities

ÅStandard Definitions

ÅTemplates

ïInfo. Gathering

ïDeliverables
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Keeping it Current

Ȩffective Reporting

ÅClear

ÅConcise

ÅActionable

ÅDefensible
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Wrap Up 
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Wrap Up

Şummary

ÅñBy proactively monitoring the 
threat and compliance 
landscape while building a 
sustainable information 
security risk management 
program, healthcare 
organizations can effectively 
manage their security and 
compliance risksò. 

- Paul Johnson, Wipfli LLP
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Questions 
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