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Background

HIPAA, HITECH

HHS Divisions
ACMS (Operating)
AOCR (Staff)
AONC (Staff)

| atest Breaches
-ines / Penalties
Updates
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Background

CMS - Center for Medicare
and Medicaid Services

AEHR Incentive Program
I Achieve Meaningful Use
| Attest
I Audits
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Background

OCR
FOffice of Civil Rights
| Tracks Breaches
I Investigates Complaints
| Levies Fines & Penalties

WIPFL1.

CPAs and Consultants




Background

ONC
FOffice of the National Coordinator

of Health Information Technology

| Policies & Standards

| Coordination of Federal &
State Agencies

| Partnership of Public
& Private Sector
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Background

Latest Breaches
AOCR Posted Breaches
APrivacyrights.org

WIPFL1.

CPAs and Consultants




Background

Recent Fines and Penalties
ACignet Health

MMass General Hospital

AR Dept. of Human Services
ACVS Caremark Corp
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Background

Updates
AONC - MU Stage 2 Recommendations
ACMS - MU Audits

AOCR - Investigations w .
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Risk Analysis Options

NIST
HITRUST

Others
AFAIR
AANSI /
Shared Assessments
FOCTAVE
ARAM
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Risk Analysis Options

NIST
ASpecial Publication 800-30
I HHS References
I Comprehensive
| Extensive Companion
Resources
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Risk Analysis Options

HITRUS
AProprietary Framework
A_everages NIST

& Other Standards
Andustry Consensus
AScalable / Prescriptive
ACertification Program
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Risk Analysis Options

Others

AAIR T Quantitative
Option

AANSI / SAT Financial
Industry

FOCTAVE T www.cert.org

ARAM T International
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Risk Analysis Options

Summary

ANIST & HITRUST
I Most widely adopted In

healthcare ano
referenced by

AOthers

AHS.

I Industry recognized
and best choice If

already in use.

WIPFL1.

CPAs and Consultants




WIPFLI.

CPAs and Consultants




Conducting a Risk Analysis

Risk Analysis Steps
ASystem Profiles
AT hreats
A/ulnerabilities
AControls
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Conducting a Risk Analysis

Risk Analysis Steps
AL ikelihood
Ampact
ARIsk Determination
ARecommendations
ADocumentation
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Conducting a Risk Analysis

System Profiles
AComponents
HW / SW / Interfaces
AData & Functions
AJsers
ACriticality / Sensitivity
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Conducting a Risk Analysis

Threats
APast Attacks
ARegional Incidents
Andustry Incidents
ACommon Attacks
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Conducting a Risk Analysis

Vulnerabilities
APast Assessments or Audits

ANon-compliance with
Policies, Procedures,

or Standards
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Conducting a Risk Analysis

Controls

AMethods

I Administrative

| Technical

| Physical
ACategories

| Preventive

| Detective

| Corrective
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Conducting a Risk Analysis

Likelihood
AMotivation
ACapability
A/ulnerabllity State
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Conducting a Risk Analysis

Impact
AQualitative vs. Quantitative
ALoss Type
I Integrity, Availability, Privacy
Ampact Type

| Material, Reputation,
Physical Harm
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Conducting a Risk Analysis

Risk Determination
ALikelihood
X
Impact

Risk
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Conducting a Risk Analysis

Recommendations
ADIsSposition
AEffectiveness
ACompliance Issues
Ampact
ACost / Benefit
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Conducting a Risk Analysis

Documentation
AReport or Briefing

I Summary of Results
For Senior Management

ASupporting Documents
I Evidence of Work
I Reusable
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Conducting a Risk Analysis

Summary

AThe desired characteristics [
of the risk analysis include:

I Comprehensive
| Repeatable

I Actionable

| Defensible

| Evidence-based
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Addressing Results

Program vs. Project
Organize

Prioritize

Measure / Report
Progress
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Addressing Results

Program vs. Project
ACyclical Activity

ATled to Business
Processes

| Budgeting

| Strategic / Operational
Planning

I Scheduled Events
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Addressing Results

Organize
ADecision Makers
AControl Owners
AAudit / Oversight
MManage Remediation Efforts
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Addressing Results

Prioritize
Ampact
ARIsk Ranking
ACompliance
ADependencies

\ ADisposition
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Addressing Results

Measure / Report Progress
ACompleted Tasks
AOpen Tasks
ANumber of Items at Each
Risk Level (H, M, L)
ATrends

WIPFL1.

CPAs and Consultants



Addressing Results

e Summary

«na-:;'x;;g:;‘“\::‘:\’*i‘%;'if\fqg AAddressing the results
RN R IS as Important as
2% sl AR conducting the risk

analysis.

ARespond to the risk
analysis in a planned
and measurable
manner.
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Keeping It Current

Compliance Landscape Monitoring
Information Gathering Tools
Repeatable Process
Effective Reporting
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Keeping It Current

Compliance Landscape Monitoring
AHHS

I Guidance

| Program Changes

| Enforcement
olnvestigations
oAudits
oFines
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Keeping It Current

Information Gathering Tools
Anterviews
AQuestionnaires
AObservation
ATechnical Assessments
AStrive to Automate

WIPFL1.

CPAs and Consultants




Keeping It Current

Repeatable Process
ASponsorship
fDefined Roles & Responsibilities
fStandard Definitions
ATemplates

I Info. Gathering
| Deliverables
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Keeping It Current

Effective Reporting
AClear
AConcise
AActionable
ADefensible
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Summary

MmBy proactively
threat and compliance
landscape while building a
sustainable information
security risk management
program, healthcare
organizations can effectively
manage their security and
compl i ance ri1 sk

= Paul Johnson, Wipfli LLP
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